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AUEIng and avdit programs: s
> Caution: he term auditiis used | domams

l\/lanag,fﬂn ~ Compuiter security, Finance; etc.,

VENETEItorVanagement System Audits as defined
in 1SO 196 :

S RSV/SLE tlc Independent and documented process for
Jtaining audit evidence and evaluating it objectively to
: ; ermlne the extent to which audit criteria are fulfilled;
—— ISO 19011:2002 clause 3.1 audit
% A set of audits for a defined purpose constitutes an

. €.0. evaluation of effectiveness of
management system




WBrehlem and approach __‘_3-»____

3% Par (8 I\/Ianagemeﬂt System Auditing| is

Cr]ﬁr.]C]zec e EEIVEHRGNVaIUES; We SEe

IERG culty 10 deal with erganizational

G omolf Xiity, asi one main obstacle to value-
10/ auditing

é’understand the management of
ccmplexﬁy of organizations as a main
factor for iImprovement and propose the
use of an audit ontology and protége for
enhancing the value of auditing




I GINSFEIRCOIIPIEXITY IR . SHA Palrty auaditing
. Triircl Ozl By auvditoers. have to, s l’r* Fb

familiar do il a very short time, but as
rILInnEIg) 8 mgs can cope enly with 7 (/- 2) concepts at
el flrre

WEIEWEMENT Standards are

raise to me , therefore

'rl REEmeERtall concepts such as Quality, Contract, Desigr
ﬂ[dgﬂ yrand Avarlability of Information assets Iacklng
orref clarlty In the context of an organization and
rlre o) shared consistently between the auditee and

Siherauditors; leads to conceptual inconsistencies /
a‘é'ﬁes

3 might be applicable : Quality and
rnformatlon Security, IT risk management based,
Quality Manuals, Internal Procedures, Auditee’s client’s
Specification, Auditee’s client’s quality procedures

..Demand on is high
.Organizational (horizontal, vertical)
y Auditina needs
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ﬁe IAGEElthat generates, the ensuninestiat authoerzed™
MENL 01 protection against users have access to
OREIfeI accidental attempis to information and asseciated

rerrog el eriZE0FaEIETONF OSSN 3SsetSWhen required
clettel of
OIEIVISE CalSE a denial of senvice
Of clziizl
ERYREUNorZEd USe ofi system

I QOU 'ces
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SHeicl BUSTT Inform Systems

|

5 Levels, 50 Engineers, 10 technical assistants, 10 clerical staff

Service: Total network solutions including information security solution



1 Jnrer\/jew; el o) e AJJ 020)\/2)
NUINEE] ng fields

IIEr AVl able s limited to 3 working days
_— rEﬁ OF'S
S CE HS mon-technician, lawyer

———

G -

=% Managers: Former Hacker, MBA

a—-_,..-

~e Students, Part-timer, non-technical clerics

* 300 pages internal procedures and Management
standard
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conzist-of

FinanceTEI= Ltd.

Organization

part-of | conzizt-of i iza
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2 @(?} Froduct realization)
@ (7.1 Planning of product realization)
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@ () Post-delivery activities)
@(} Determine)
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Class Requirement Documentation
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a) requirements specified by the customer, including the requirements for delivery and post-delivery activities,
b requirements not stated by the customer but necessary far specified or intended use, where known,

oy statutory and regulatory requirements related to the product, and
:@JSEIEH Concrete Cls @

o) any additional requirements determined by the organization.
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(omrllu SY tematlca‘HMEr * Protege fior systematlc

A conductand planning;
Protege as organizer

Siimmarny - Key functions of an audit

Documemr audit process for ° Protege as
oozgumm evidence documentation tool

V2l n.g evidence * Protégé as evaluation
—'f e support tool
* Protege for keeping
track audit findings

— - -

'¥Dé{érmine the extent to
which the audit criteria are
fulfilled
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oncepts and make It
of them at a time

tology helps to
o understand generic concepts In the
CONTEXT
Auje[iE rec and their
~Jela onshlp are linked to concepts and required
= c Vities

L‘ ’Audlt on the fly by
using transformation for XML documents

). Teams can for improved
communication

). Organizational by using

an In the audit ontology
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Viedeling of
Ofiganization; structure
anuooEnizationsl

zlf eyt

%nd_erstanding

oy vistalizatienrand
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IEXORBIMIES

eguires understanding| of
ontolegy: concepts

Ofiganization concepts
Biaking artifacts
=

-

Creation| of instances of

Auditors have pre-
defined concepts
available

Requires a reasonable degre
ofi skill to use protege

Speed problems.

; : Is required but not a

pUrpose in itself

Knowledge base
stored ini XML

Audit findings and
conclusions extracted

Need customization of user
interface/print/representatiot

ymmunication

Necessary for auditing

Instantaneous

High technical requirement

thin team in a team Understandability of
knowledge representation

2-usability of Currently not the focus | Domain vocabulary none

1owledge of auditing; missed can be extended

chance

Usage in IT projects
Part of system
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— Speed Jmorovemen'b drevwingpvistializationys s
— Possioiliaiels Interface for knowledge
aicefuljset]

— Buifell
inolen IEntation in

“Remote loginiand sharing ontology over distributed
“clients

i'mport of industry ontologies SUO
Mobile devices: tablet computer

Protegeé as server component for customized clients
tool (files) for simplifying interface







